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Abstract— to authenticate the user using the password can be 
achieved by simply converting the password into the values is 
called hash. Even though there are many websites which can 
unlock the hash values by using some cracking tools called as 
cyber attacks. This cyber attacks are very much common by the 
way of hacking the passwords by hackers. Hackers can 
undeniably figure out the plain text using such software's it gives 
n-number of examples of plaintext samples which the hackers 
can execute and crack open or penetrate into personal 
information in the Hybrid Cloud Environment. To overcome this 
type of trouble or mishap our system is recommended. The 
proposal is that our system not only converts the plaintext into 
hash values but it will be stored as an image, the user will only be 
having an ID and login password (at the time of user creation) . 
The user when he wants to login he will receive an email in 
which a share-1 image will be present which is encrypted 
completely even he himself can't be able to recognize what it is, 
the server will ask him to download the share-2 image then he 
has to enter his user ID for the server to recognize his User-ID. 
Since these images are encrypted both share images 1&2 are 
encrypted by VC (Visual Cryptography) then the user has to 
merge these two images, if it matches then only the user can 
login. This merge method undergoes OCR (Optical cryptography 
recognition). Our aim is to prevent hackers from gaining access 
to personal information of the users in Hybrid Cloud Computing 
Environment. 

Keywords—Visual cryptography, Optical Character 
Recognition (OCR), Hybrid Cloud Computing 


I. INTRODUCTION 


The normal process through which the user authentication 
takes place by considering a hash-based scheme by verifying 
the password and their user-id in order to verify the password 
In hash-based password scheme the plain text password is 
converted into hash value by the hashing function [10]. 
Computational velocity is fast and it is easy to process. In 
most of the system this scheme is been practiced in many 
system. Because it is just text and the hash functions used in 
this method are very quick. But this type of authentication is 
very easy to be cracked and illegally used by the hackers they 
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use some attacks like run dictionary based attack or brute 
force attack by password cracking tools or some hash 
cracking sites which is available online [11]. Assume that 
someone has a password using their own name example 
"john" if he gets to know this he can easily get to the hash 
value then he easily crack it. Attackers can easily guess what 
kind of hash function is been used in the system. Even though 
the attacker doesn't know any information about the hash 
value or password. Due to all these problems we need to think 
about a new solution to the problem. In this regard a image 
based password encryption scheme can be applied so that the 
system can be protected safely by using Visual Cryptography 
and Optical Character Recognition (OCR). In this paper it is 
clearly emphasized on the implementation of VC & OCR 
technique to adopt in Hybrid cloud computing environment 
[12]. Because especially in Hybrid Cloud Computing 
Environment password authentication is a big a challenge. In 
Hybrid Cloud computing environment password is stored in 
Private Infrastructure and storing of Data is done at the 
public infrastructure. So there is a chance of hacking in 
switching between Private infrastructure and Public 
infrastructure for while using their system. 


Il. RELATED WORK 


As hash functions can be easily understood and also what 
kind of function is used could be found out by the attacker. By 
this system can be damaged by the attacker. The user himself 
is responsible for such attacks. In a particular research many 
people were inquired about the password management 
functions. Many such systems with different function and 
with resistance from attacks have been proposed. Many users 
have chosen plain-text to hash value password encryption to 
overcome complexity. We have proposed a system which 
converts plain-text to hash in the form of image which will be 
encrypted. Add the procedure how he logs in and receives 
image and all same things. 


The user has to login to get to the user account he should 
login with a password since plaintext and hash value can be 
easily decrypted by the attackers ,even though there are many 
such text based or hash value based systems are available 
none of them are safe and prominently efficient. 


A. Hybrid Cloud Computing 


In [13] Cloud-to-Edge system 
authentication has been 
discussed and implemented 
Instant message Protocol 
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(IMP) and it provides good performance in the middleware 
layer. This which does not affect the performance of the 
whole System. But in this approach a new method of 
authentication can be introduced to strengthen the key to 
protect from the hackers. 


In [14] explores the different Security issues are addressed in 
a multi-tenant environment for many businesses that affect 
the Cloud Computing. In this paper author has mentioned 
some general issues of Cloud Environment. 


In [15] the author has emphasized on Resource allocation 
and load balancing aspects. But author has failed to work on 
security aspects of Cloud Computing to address the issues of 
data security. 


B. Visual Cryptography 


In [16] Visual Cryptographic technique has _ been 
implemented by dividing the 4 shares in a two stage 
approach. But the Author can improvise by adopting Visual 
Cryptography followed by different cryptographic technique 
to improvise the key. 


C. Optical Character Recognition 


In [17] Author has contributed a hash based Image 
decipherment with the scheme called Optical Character 
Recognition. As a result, it can verify extracted Saved-ID by 
comparing with Client-ID. But Author has not compared 
with previous existing algorithms for comparison. 


Il. METHODOLOGY 


The complete process of handling the sequence of the 

Authentication System is as follows. 

1. The user inputs the user ID and password. 

2. The system of the user creates a image with text. If the 
saved image exists on user’s device, it does not have to 
create the image again. 

3. The system constructs the second image by considering 
original image. Since the system does not possess the 
first shared image. Because the device already knows to 
construct the first shared image. 

4. The client sends the second shared picture just to the 
server. 

5. The server consolidates the main shared picture and the 
second shared picture received. 

6. The server must decrypt the merged image as to get the 
original image. 

7.By using OCR scheme, ID is been retrieved using 
decrypted image. 

8. The server authenticates the extracted ID is similar to 
original ID and it returns confirms whether the extracted 
ID is similar to the original ID and returns the Boolean 
value by verifying both. 

9.If the server returns true then the user can login 
successfully. 


Retrieval Number: E10320585S19/1 9QBEIESP 


1, User details 
with ID Image 


2, User details 
with ID Image 


Password 
processing 
Scheme 
VC & OCR 
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5. Authentication 
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6, Password 


7. Login status 


fig 1: Module design 
1. Halftone Visual Cryptography: 


Shares of random binary patterns are generated by visual 
cryptography by encoding the Secret binary Image (SI). Here 
the meaningful binary images are converted into the shades. 
The binary patterns of the shares have no visual meaning and 
hinder the objectives of visual cryptography. But the visual 
quality of the shared images is poor. So In this paper, a 
technique named halftone visual cryptography is proposed to 
achieve visual cryptography via half toning based on the 
Figure 1.a. 
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Figure |.a: Visual Cryptography sharing scheme 


Proposed method uses void and cluster algorithm [2] to 
encode the binary image into halftone shares carrying out 
significant information based on the blue-noise dithering 
principles [18]. The simulation shows that the visual quality 
of the proposed method is better than any other Visual 
Cryptographic methods. 


2. OCR (optical character recognition) 


Conversion of images of typed, handwritten, 
photocopy of a document or printed text is converted into 
machine-encoded text is called as Optical Character 
Recognition (OCR). This involves scanning of photos to 
analyze the text characters 
present in the image character 
by converting into character 
codes such as ASCII. Then 
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Computer easily recognizes the character codes such as 
ASCII commonly used in data processing. 

OCR is used in many different fields like pattern recognition, 
computer vision and artificial intelligence. Older versions of 
OCR were needed to be trained with images of each character 
and work on one font only. But now days we are capable of 
producing high recognition accuracy for most fonts are now 
able to recognize from a variety of digital image file formats. 
The shares are generated by using visual cryptographic 
scheme and it is merged to form an image. In this paper OCR 
Scheme is been used for extracting the plain text from 
merged image. This plain text is matched with the plain text 
of image which is been converted from the image which is 
already present in the database. The Procedure of OCR is as 
follows: 

Cleanup-up Phase: In this phase variety of technique is used 
to remove low-quality scans and to remove any blurs to make 
the OCR process as accurate as possible. The contrast is 
adjusted and text is sharpened. 

The First Pass: Most of the modern OCR schemes operate 
on a two-pass principle. This means the first pass is 
processed without any previous knowledge of the document. 
This method scans commonly occurring symbol, breaks them 
down into their basic shapes and picking the letters then, 
start building of characters as a library. 


The Second Pass: Then by using internal dictionary letters 
are guessed. The best OCR scheme is capable of checking for 
the grammar by scanning the document. and usage of 
sentence. By this at least a reasonable accuracy can be expect. 


th 


Ranji 


Fig 2: text image 


Fig 2.a: sharel image 


Fig 2.b:share2 image 


‘Fig 2c: Final merged and decrypted image 
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Use case Diagram 


Upload Share 1 


Upload Share 2 


Fig 3: use case diagram of the user 


This image shows the things which the user interacts with the 
elements of the system. 


DATAFLOW DIAGRAM 


DFD - Admin Session 


file system 


Process 


m_admin 


password 


DFD-L1 


Fig 4.a: Data flow diagram of admin session 

In the admin side the admin is the main [erson who 
logins into the system creates the user manages the users he 
has all the authority. 
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DFD - User Creation Process 


Visual 


cryptography 
process 


Input 
user details 


Send 
SHARE 2 to 
User Email ID 


Store 
SHARE 1 
in Server 


Confirmation 
message 


DFD-L2 


Fig 4.b: data flow diagram of user creation process 


The user will be created by the admin he will input there 
details and upload a password image then the visual 
cryptography process will take place the sharel image will be 
the saved in the server and the share2 image will be sent 

to the user email id the user can download the share! while 


login. 


DFD- User Session 


Process 


Change 
password 


DFD-LA 


Fig 4.c: data flow diagram of user session 


In the user session the user will provide the user id and 
share2 image sent to his mail and if it is correct he can 
download the share! image and then the visual cryptography 
will merge the images and the OCR [4] will decrypt the 
image and it will recognize the text if it is correct then the 
user can give the process and login and go to home page. 
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RESULTS AND DISCUSSION 


Our project has few benefits compared to the old password 
processing techniques .The first one is we are using image 
instead of plain text, second we are using visual cryptography 
instead of text-based hash and finally we are using OCR for 
identifying the data present in the image and validates it 
whether it's the same or not based on this our project has the 
following advantages: 


e better security 

e lower chances of hackers to hack your account 

e privacy of the user data 
When the user inputs the user id and upload both the 
sharel &2 images the visual cryptography and OCR process 
takes place. 


Gwe SLL 
Enhanced Password Processing Scheme 
Based on Visual Crphgraply and OLR 
ena aaa ae iia —_| 


Fig 4.c: Authentication process in the project 


Once the authentication is done the user inputs the password 
and logs in successfully .Then he will go to the user page 
.That is shown in the next diagram. 


Cl 


Enhanced Password Processing Seheme 
Based on Visual Cryphegraply and OLR 


The user logs into the system more securely without lot of 
trouble he has his privacy even if anyone gets the share2 
image they can't login because they don't know the user id 


and the password at the end of 
the login process. 
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CONCLUSION 


Most of the people do not give a strong and secure password 
they are not having the knowledge of how to set a password. 
Even though they bought up different ideas like checking the 
password before the user sets it and checks whether the 
password is of desired of length and even they tried to check 
whether password s present in a set of similar and common 
password used by password cracking tools it is still a problem 
to safeguard the account from cyber attacks. So we have used 
encrypted image by halftone visual cryptography which splits 
the image into two parts and then it merges it and use OCR to 
check the character present in the image and validate it to 
login so it is strong compared to the old password schemes. 
This approach which can help in managing the password 
scheme in Hybrid Cloud computing. 
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